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“Automation is perhaps one of the
highest yielding investments an entity
running its network can make.”

Gartner, Oct 2019



What is the primary method of making network
changes in you environment ?

CLI on individual devices Percentage of Respondents
I

GUI on individual devices

B

Vendor’s network management system

B

Network automation tool

Others
. 2

Figure 1
Primary Method for Making Network Changes

Source: Gartner, Look Beyond Network Vendors for Network Innovation. January 2018. Gartner ID: G0O0349636. (n=64)



Why hasn’t management of networking changed ?

PEOPLE

Domain specific skill sets
Vendor oriented experience
Siloed organizations

Legacy operational practices

PRODUCTS
Infrastructure-focused features
Baroque, CLI-only methodologies
Siloed technologies

Monolithic, proprietary platforms
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Automation is a cultural journey
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How does Ansible Works?
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Just like YOU, but at SCALE

CONTROL NODE MANAGED NETWORK DEVICES
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ANSIBLE NETWORK AUTOMATION

65+ 1,000+ 15+

Network Network Galaxy
Platforms Modules Network Roles

ansible.com/for/networks
galaxy.ansible.com/ansible-network

Ansible Network modules comprise 1/3 of all modules that ship with Ansible Engine



65 Platforms
1,088 Modules
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Network Platforms

A10 Cumulus Linux Ingate SBC Nuage VSP
Apstra AOS Dell 0S6, 0S9, OS10 ltential OpenSwitch
Arista EOS, CVP Exoscale Juniper JunOS Open vSwitch (OVS)
Aruba ArubaOsS Extreme EX-OS, NOS, Lenovo CNOS, ENOS Palo Alto PAN-OS
AVI Networks SLX-0S, VOSS Mellanox ONYX RESTCONF

it Sl [ e F5 BIG-IP, BIG-1Q MikroTik RouterOS Skydive

Brocade Ironware Fortinet FortlOS, FMGR Openswitch (OPX) Ubiquiti'EdgeOS,
Cisco ACI, AireOS, ASA, FRR (Free Range Routing) Ordnance \E/:gisw'mh

FTD, 10S, I0S-XR, Meraki, Huawei CloudEngine NETCONF

NSO, NX-OS Illumos Netvisor

Check Point Infoblox NIOS Nokia NetAct, SR OS

Citrix Netscaler

https://docs.ansible.com/ansible/latest/modules/list of network modules.html



https://docs.ansible.com/ansible/latest/modules/list_of_network_modules.html
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How to get there ?
Think Big, Start Small, Iterate Over!

. Backup and Restore

DEPLOY OPERATE
Fact Collection

Configuration Management
Creating a Source of Truth e
PLAN
Third-Party Integrations
DEVELOP



Backup and Restore

Why is it important?

e Read-only, not changing production configs
e Ubiquitous use-case 1

e Easy schedulingin Ansible Tower




Combine with Ansible Tower Surveys

NETWORK-RESTORE

e No platform specific
KnOW|edge reqUired! * ROLLBACK TO WHICH DATE?

Rollback revision date, which date do you want to revert to?

e Automate the routine and
boring tasks away 130521150

e [Empower junior engineers
to take on more activities
with guard rails

2019-08-21-14-58

== 2019-08-21-15-45

2019-08-21-17-15

2019-08-21-17-17

2019-08-21-17-26

2019-08-21-17-29



Fact Collection

Why is it important?

e Read-only, not changing production configs

e Structured Data

e Build reports for easy consumption




Configuration Facts

ansible facts:
ansible net api: cliconf
ansible net fqgdn: rtr2
ansible net gather network resources:
- interfaces
ansible net gather subset:
- default
ansible net hostname: rtr2
ansible net image: flash:EOS.swi

Network Natlve Convert to ansible net model: vEOS

ansible net python version: 2.7.5

Conflgurat|on e Structu red data — ansible net serialnum:

DOOE130991A37B49F970714D8CCF7FCB
(On bOX) ansible net system: eos
ansible net version: 4.22.0F
ansible network resources:

Example facts parameter interfaces:
gather_network_resources: interfaces - enabled: true
name: Ethernetl
- enabled: true
name: LoopbackO0
<<rest of output removed for slide brevity>>

& RedHat



Config Management

Why is it important?

Enforce configuration policy
Correct configuration drift
Force multiplier for config changes

Lockdown configs to best practices




Configuration Management Methods

Config modules with raw configs

- name: ensure that the desired snmp strings are present
ios_config:
commands:
- snmp-server community ansible-public RO

- snmp-server community ansible-private RW

Config modules with jinja2 templating

- name: ensure that the desired snmp strings are present

ios_config:
config: "{{ lookup('template', 'template.j2') }}"

Resource modules

- name: ensure that the IP address information is accurate

ios_13 interfaces:
config: "{{ ip_ address_info }}"



Creating a
Source of Truth

Why is it important?
e |[ncremental steps to infrastructure as code
e Structured variables for network config

e Simple and agnostic data model




Create a structured SOT (source of truth)

.

Network Native Convert to Store in
Configuration structured data host_vars
(on box)



Third-party
Integrations

Why is it important?
e Brownfield networks have brownfield tools
e Jower’s APl is a killer feature

e Ansible Tower has “in the box” integrations
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+ servicenow

https://ansible.qithub.io/workshops/demos/

Ansible Tower uses snow record module

TASK [MARK THE TICKET AS RESOLVED] %% %% %% %% %%:

*hkhkhhkhhkhkhkhdhkhkhdhdhihk

TASK [MARK THE TICKET AS CLOSED] %%%%%&%&%kkk:

% % de gk kb ok ok %k ok o R ke ok

ServiceNow uses the Ansible Tower API

':; System Administrator
v

Contacting Ansible Tower to fix bespoke incident


https://ansible.github.io/workshops/demos/
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Q ENGINEERING

DEFINITION IMPLEMENTATION ~ INFRASTRUCTURE

system:
hostname: "{{inventory hostname}}"
domain name: eng.ansible.com

source interface:
name: Managementl

I i vrf: default

|
| — i . .
domain lookup: no 5 . Applications Servers
name servers: ! i —
- 1.1.1.1 : -
- 2.2.2.2 : | )
| | )

vlan data:
- { id: 600, name: management }
- { id: 601, name: users }

Storage Network

___________________________________________________________________________________________________________________________________________



COMPOSABLE INFRASTRUCTURE

_ _ definition
host vars [ implementation ]
group_vars —
\/

""""""" - _ 3 \
system:
SYSTEMS update: yes ...
a . )
+ middleware:
MIDDLEWARE ~ J type: jooss . ]@f{{*
o + artifact: myapp.war ... @,
w DBA db:
= type: mysq ... Role .
____________ y: Y execution
o network: )
e Ib:
url: myapp.acme.com
NETWORK ports: @
z < -443.. >
fw: @’ D
rules: Rol
@ - src_ip: 0.0.0.0/0 ... .
. J
----------- r N
88888 o m m § cloud: MyAppyamI
— — T ¥ compute:
i ooj-- 00 : onj: g e — region' dcl — &
: 1] M - small-1 @(
UL| KSR L E i 2| VIRTUALIZATION PLHETEL
ooy .- 1]1] B 1]1] H o o0 : Q count: 4
ool ool-- oo i ! , tags:['web', myapp'] ]  Role
cloud: N
compute: @
< region: dcl | &
type: small-1 @—
count: 4 /
_ tags: ['db', 'myapp'] ) Role
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Workshop: https://qithub.com/ansible/workshops
Community: https://github.com/network-automation/



https://github.com/ansible/workshops
https://github.com/network-automation/

AUTOMATION FOR EVERYONE: NETWORK ENGINEERS

- hosts: cisco
gather facts: false
connection: network cli

tasks:
— name: show command for cisco
cli command:
command: show ip int br
register: result

- name: display result to terminal window
debug:
var: result.stdout lines



AUTOMATION FOR EVERYONE: PLAYBOOK RESULTS

[student3@ansible network_setup]$ ansible-playbook example.yml

PLAY [Cisco] e e e e s e e ok e e e sk s e ok sk e e ok sk e ol sk s e ok sk e e sk s e ok sk e e sk sk e ke sk e e ok sk e ol sk s e ok sk e e sk s e ke sk s e ok sk e e sk s e ok sk e e sk s e ol sk e e sk sk e ol sk s e ok sk e e sk s e ok sk e e ok sk e ol sk s e ok sk e e sk s e ok sk e e sk sk e ol sk s e ok sk e e sk s e ok sk e ol sk sk e ol sk e ok sk e ok ok e ke ok ok ok ok o

TASK [ShOW command for CiSCO] e e s e s e s e s e s e s e sl e s e sl e s e sl e s e sl e s e s e s e s e s e s e s e s e s e s e s e s ol s ol e e s e e ol e ol e ol e e e ol e ol e ol e ol e ol e ol e ol e b e s e sl e sl e sl e sl e sl e sl e s e sl e s e sl e sl e sl e s e sl e sl e sl e sl e s e sl e s ol e ol s ok e ok e ok ke ok

ok: [rtr2]
ok: [rtril]

TASK [display result tO terminal window e e e o e e e e o e e e o e e e e o e e e ol e e e e ol e e e ol e e e ke ol e e e ke e e e sk ol e e e e ol e e s ol e e e e ol e e ke ol e e e ke ol e e e e e e e e ol e e e e ol e e e ol ol e e ke ol e e ke ke ol e e ke ol o e e ke ol e e sk ok o ke ke kol ke ke ke ok ok ke ke ok ok ok
ok: [rtrl] = {
"result.stdout_lines": [
"Interface IP-Address OK? Method Status Protocol”,
"GigabitEthernetl 172.16.22.120 YES DHCP up up 3
"VirtualPortGroup® 192.168.35.101 YES TFTP up up"
]

: [rtr2] = {
"result.stdout_lines": [
"Interface IP-Address OK? Method Status Protocol”,
"GigabitEthernetl 0 W O U 4 YES DHCP up up =3
"VirtualPortGroup® 192.168.35.101 YES TFTP up up"

}

PLAY RECAP %%k kkokkokokokokkokokokokokokokokokokokokokokokkokokkokok kbbbl ko okokokokokokokok kokokokokokok kbbbl kokokokkokokokokokkokokokokokokokokok okl okl kokokokokodkokokokok kokokokokokokokokokok kol ok kok ok

rtrl : ok=2 changed=0 unreachable=0 failed=0 skipped=0
rtr2 : ok=2 changed=0 unreachable=0 failed=0 skipped=0

[student3@ansible network_setup]$ ||




AUTOMATION FOR EVERYONE: NETWORK ENGINEERS

- hosts: juniper
gather facts: false
connection: network cli

tasks:

- name: show command for juniper
cli command:

command: show interfaces terse eml
register: result

— name: display result to terminal window
debug:

var: result.stdout lines



AUTOMATION FOR EVERYONE: PLAYBOOK RESULTS

[student3@ansible network_setup]$ ansible-playbook junos-example.yml

PLAY [juniper] e 3 e e e e e e e e e e e e e e e sk sk sk sk s o o e e e e e e sl ke sk ke sk sk sk sk ok koo ool o ol ol ol ol sl sk sk sk sk sk sk sk ok o ol o i el e ol sl ke ke sk sk sk sk sk sk sk ko oo ool e e e e sl sl ke sk sk sk sk ok koo ool ol ol ol ol ol ke ke sk sk kol ok ok ok ok

TASK [Show command for juniper] e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ke e e e e e e e e e e e e e e e e e sl e e e e e e e e e e e e e e e e e e e e ke e e e e e e e e e e e e e e e e e e e sl sl e e e ke o ook kR

ok: [rtr3]
ok: [rtr4]

TASK [display result to terminql Window e e e e e e e e e e o e o e e e e sl e ol e o e ot e o e e i e sl e ok ke ko ook ok ok ok ok kR ok ok ok ok ok ok ok ok ok kol kol ok ok ok ok ok ok R ok ok ok ok ok R ok R ok ok ok R ok Rk R ok ok ok ok ok k
ok: [rtr3] = {
"result.stdout_lines": [
"Interface Admin Link Proto Local Remote",
"eml up up",
"eml.Q up up inet 10.0.0.4/8 s
128.0.0.1/2 “
128.0.0.4/2 5
fe80::5254:ff:fel2:bdfe/64",
fec::a:0:0:4/64",
ox4"
3
}
ok: [rtrd4] = {
"result.stdout_lines": [
"Interface Admin Link Local

eml up up”,
"eml.0 up up 10.0.0.4/8 g
128.0.0.1/2 i
128.0.0.4/2 =5
feB80::5254:ff:fel2:bdfe/64",
fec@::a:0:0:4/64",

Ox4"

PLAY RECAP **¥¥iiiiikiiokidddkddodkofkdodokokdokodokodotokofokofohokofofoh oo oo oot o o o o oo o o o o o o o o o e o o i i e i i ok e i e o ook koo ko ok okodokodokodkokokodokokokokokokokokokokokokokok okl ok ok ok ok ok

rtr3 : ok=2 changed=0 unreachable=0 failed=0 skipped=0
rtr4 : ok=2 changed=0 unreachable=0 failed=0 skipped=0

[student3@ansible network_setupl$ ||




